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This study examine the implementation of information systems at Semen
Padang Hospital, focusing on improving information system security. The
audit was conducted using the COBIT 2019 framework, covering the domains
and processes EDMO03, APO12, and APO13. The research involves risk
identification, determination of security controls, and ensuring compliance
with the standards set by COBIT 2019. The findings indicate that the current
information system security level is at Level 2, with a gap of two-level below
thw wxpected state. Therefore, improvements and enhancements to
information security at Semen Padang Hospital are required. The steps taken
include implementation security techniques such as vulnerability scanning,
penetration testing, the use of Web Application Firewall, Intrusion Detection
System, Intrusion Prevention System and data encryption. Enhancing
physical security of servers, including CCTV installation and access control
using cards or fingerprints, security certifications like ISO 27001 to ensure
compliance with security standards. Employee training to enhance
understanding and capabilities in dealing eith security threats and to
strengthen coordination among staff. The measures aim to improves the
hospital’s system security and ensure ongoing compliance with relevant
security standards.
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1. INTRODUCTION

Hospitals are healthcare institutions that provide medical services through the utilization of various
facilities, technologies, and professional personnel. As vital components of the healthcare system, hospitals are
required to continuously adapt to societal and technological developments, particularly in the adoption of
information technology. The implementation of information technology has become a key indicator of
healthcare modernization, as it enhances operational efficiency, reduces costs, and improves the quality and
standards of patient care [1].
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One of the major forms of information technology adoption in hospitals is the Hospital Management
Information System (HMIS). HMIS is designed to manage, store, process, and analyze patient health data, as
well as to support both clinical and managerial decision-making across multiple hospital departments [2]. This
system integrates various applications, including medical information systems, laboratory systems, radiology,
pharmacy, and other service units, thereby creating a structured and continuous flow of information.

Semen Padang Hospital, a non-governmental Class C hospital managed by the PT Semen Padang
Foundation, has implemented an integrated computerized information system since 2013. The hospital is
committed to providing high-quality services to the community through the development of information
systems that support service effectiveness. The HMIS was developed to meet operational needs, improve
service efficiency, and simplify administrative processes related to patient services, information management,
accounting, and procurement [3].

However, the utilization of information technology also introduces new risks to data security, such as
cyberattacks, data breaches, and malware dissemination. Therefore, systematic and comprehensive security
measures are required through structured security audits. Information system security evaluation in hospitals
involves the examination and assessment of systems and implemented security controls to ensure that patient
data are protected from both internal and external threats [4]. Information security is a critical aspect, as system
disruptions can directly affect hospital operations and the quality of healthcare services.

The rapid development of information technology in the healthcare sector has positioned information
systems as the backbone of hospital service management. The implementation of HMIS enables real-time
integration of medical and administrative information flows, thereby supporting faster, more accurate, and
more reliable clinical decision-making. Nevertheless, this technological adoption also presents serious
challenges, particularly in the area of information security. Several studies indicate that the majority of security
incidents in hospitals are associated with failures in information security risk management, including
unauthorized access and data theft, which negatively affect patient privacy and institutional reputation
[5]1[6][7]. Consequently, an effective information security system is essential to ensure data reliability and
protection in hospital operations.

As one of the leading healthcare providers in West Sumatra, Semen Padang Hospital faces challenges
in ensuring that its HMIS remains secure and compliant with applicable regulations. The implementation of
HMIS in this hospital must also align with national and international standards to guarantee service quality and
information security. Based on preliminary observations, several weaknesses in security risk management
remain, including the lack of regular security audits and limited security awareness training for staff. These
conditions pose significant security risks, particularly in the face of increasingly complex and structured cyber
threats.

Control Objectives for Information and Related Technology (COBIT) 2019 is a comprehensive and
integrated framework for information technology governance and management that aims to help organizations
achieve strategic objectives through optimal utilization of information technology. In the hospital context,
COBIT 2019 serves as a guideline for conducting information security audits, including risk identification and
evaluation, determination of required security controls, and assurance of compliance with established standards
and regulations [8]. By implementing security audits based on the COBIT 2019 framework, hospitals are
expected to enhance information security levels, strengthen risk management, and ensure sustainable
operations and continuous service quality.

2. METHOD
2.1 Type of Research

This study employs a quantitative descriptive research design aimed at providing an overview of the
information system security level of the Hospital Management Information System (HMIS) at Semen Padang
Hospital based on the COBIT 2019 framework. A quantitative approach is used to determine the capability
level of information security management through the relevant processes defined in COBIT 2019.

2.2 Research Variables

This study involves two main variables: hospital management information system security as the
independent variable, and information system security process capability as the dependent variable. The
capability is measured based on the COBIT 2019 domains and processes, namely EDMO03 (Ensure Risk
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Optimization/Information Security Risk Management), APO12 (Risk Management), and APO13 (Security
Management).

2.3 Data Collection

Data were collected using a questionnaire distributed to respondents to assess the security capability
of the HMIS in accordance with the COBIT 2019 domains. The questionnaire employed a 5-point Likert scale
to measure the level of understanding and implementation of each process.

2.4 Research Informants

The informants involved in this study consisted of personnel responsible for information system
security management at Semen Padang Hospital. The inclusion criteria were staff members working in the
HMIS unit who are directly involved in information security management, have a minimum of one year of
experience in HMIS management or information security, and are willing to participate in the study. The
exclusion criteria included staff who are not involved in HMIS management or maintenance activities, as well
as newly recruited staff or those with less than one year of service in the HMIS unit.

2.5 Research Instrument
The primary research instrument was a 5-point Likert scale questionnaire consisting of statements
related to the capability of each COBIT 2019 process. Respondents were asked to rate each statement on a
scale from 1 to 5, with the following scoring categories:
1 = strongly disagree,
2 = disagree,
3 =agree,
4 = strongly agree,
5 = very strongly agree.
The resulting scores were used to calculate process capability levels and to identify gaps between the current
condition (“as-is”) and the expected condition (“to-be”).

2.6 Data Analysis

Data analysis was conducted in several stages. First, questionnaire data were processed and analyzed
to obtain the average scores for each security process using the Likert scale, representing the capability levels
of each domain (EDMO03, APO12, and APO13) according to the COBIT 2019 framework. Subsequently, a
process activity rating was performed for each information security domain, where capability levels were
assessed and compared with the standard or ideal condition (“to-be”) to identify gaps (gap analysis). This gap
analysis aimed to determine discrepancies between the current condition (“as-is”’) and the expected condition
(“to-be”). When gaps were identified, root cause analysis and improvement recommendations were formulated.
Conclusions were drawn based on the gap analysis results; significant gaps indicate potential weaknesses in
HMIS security. In addition, the relationship between the capability level of each domain and HMIS security
was analyzed to determine the extent to which each process supports effective information security risk
management.

2.7 Validity and Reliability Testing

To ensure the validity and reliability of the questionnaire, validity and reliability tests were conducted
using a representative pilot sample consisting of HMIS staff at Semen Padang Hospital. The validity test results
showed that all questionnaire items were valid, with validity coefficients ranging from 0.562 to 0.804. The
reliability test yielded a Cronbach’s Alpha value of 0.856, indicating a high level of internal consistency of the
instrument.

3. RESULTS AND DISCUSSION
3.1 RACI Analysis

RACT analysis is a project management tool used to define the roles, responsibilities, and involvement
of each member within a team or organization. This analysis was applied to the EDM and APO domains as
presented in Table 1.

Table 1. RACI Mapping for EDM and APO Domains

Key Director General General Geberal
Management Manager of Manager A & Manager of
Practices Maintennce QA
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Information
System

EDMO03.01
EDMO03.02
EDMO03.03
APO12.01
APO12.02
APO12.03
APO12.04
APO12.05
APO12.06
APO13.01
APO13.02
APO13.03

N N N R N NN
N N N N N N N NN
A N N R N N NN
AN N N NN

Based on the RACI analysis, it can be concluded that the Information Systems Unit of Semen Padang Hospital
plays a central role in ensuring information system security within the hospital. This conclusion is supported
by the high number of responsible (R) roles assigned to this unit in the RACI mapping, indicating its primary
responsibility in information security management.

3.2 Rating of Process Activities

The capability level was determined based on the assessment of process activities obtained from
questionnaire data completed by respondents. This evaluation was used to measure how well the
implementation of procedures within the COBIT 2019 framework achieves defined objectives and meets
established control standards.

Table 2. Rating of Process Activities — EDM03

Proses Level Level Level Level Level
1 2 3 4 5
Score 97,22% 60%
Achievement F L
Scale
Capability Level 3

Keterangan: N (Not Achieved, 0%-15%), P (Partially Achieved, >15%-50%), L
(Largely Achieved, >50%=85%), F (Fully Achieved, >85%-100%)

Based on Table 2, the EDMO3 process (Ensuring Information Security Risk Management) reached Capability
Level 3 (Defined) with an activity achievement score of 60%. However, several implementation constraints
were identified, including the lack of continuous monitoring and updating of the risk profile, suboptimal system
evaluation, absence of structured risk analysis implementation, lack of security certification, and inadequate
security monitoring methods and techniques.

Table 3. Rating of Process Activities — APO12

Proses Level Level Level Level Level
1 2 3 4 5
Score 72%
Achievement L
Scale
Capability Level 2

Keterangan: N (Not Achieved, 0%-15%), P (Partially Achieved, >15%-50%), L
(Largely Achieved, >50%=85%), F (Fully Achieved, >85%-100%)

Based on Table 3, the APO12 process (Risk Management) achieved Capability Level 2 with an activity
achievement percentage of 72%. Nevertheless, several obstacles were identified, including the absence of
structured documentation of risk incident history (or documentation not being systematically classified and not
aligned with industry standards), and the lack of regular updates to IT risk scenarios.
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Table 4. Rating of Process Activities — APO13

Process Level Level Level Level Level
1 2 3 4 5
Score 73,08%
Achievement L
Scale
Capability Level 2

Keterangan: N (Not Achieved, 0%-15%), P (Partially Achieved, >15%-50%), L
(Largely Achieved, >50%=85%), F (Fully Achieved, >85%-100%)

Based on Table 4, the APO13 process (Managed Security) achieved Capability Level 2 with an activity
achievement percentage of 73.08%. However, implementation barriers were also identified, including the
absence of structured documentation of risk incident records, or where documentation exists, it is not
systematically classified and not aligned with applicable industry standards. In addition, IT risk scenarios have
not been updated regularly.

3.3 Gap Analysis

Within the COBIT 2019 framework, gap analysis is defined as a comparison process between the
current condition (“as-is”) and the expected condition (“to-be”). The purpose of this analysis is to identify
discrepancies between existing conditions and predefined standards or targets.

Table 5. Gap Analysis Results

Process As is To be Gap
EDMO03 3 4 1
APO12 2 4 2
APO13 2 4 2

The gap analysis results indicate that the HMIS information security capability at Semen Padang Hospital is
currently at Level 2, and has not yet achieved the desired Level 4. This gap demonstrates that the existing
capability level remains below the expected standard, indicating the need for systematic improvement in
information security governance and management.

3.4 Discussion

Semen Padang Hospital needs to strengthen its information security strategy through comprehensive
risk evaluation and the continuous implementation of both technical and managerial measures. This approach
aligns with studies emphasizing the importance of risk management in maintaining information security.
Research by [9] highlights that effective information security management must address risks holistically,
focusing on data protection, information accuracy, and resource availability, which are fundamental to
organizational operations, particularly in high-risk sectors such as healthcare.

In the EDMO03 domain (Ensuring Information Security Risk Management), Semen Padang Hospital
is required to update its risk profile and implement structured risk analysis using the SWOT method (Strengths,
Weaknesses, Opportunities, Threats) to ensure relevance to current threats. Consistent with this, research by
[10] states that SWOT analysis is highly effective for identifying strengths, weaknesses, opportunities, and
threats related to information security, enabling organizations to prioritize appropriate mitigation strategies.
Furthermore, the use of vulnerability scanners to detect security gaps; security certifications such as ISO 27001
or HIPAA; penetration testing to identify system vulnerabilities; implementation of Web Application Firewalls
(WAF) or database firewalls for layered security; deployment of Intrusion Detection Systems (IDS) or
Intrusion Prevention Systems (IPS); and data encryption using protocols such as SSL/TLS for securing
communication and data storage have been proven effective in studies by [11][12][13]. Institutions
implementing these measures were shown to significantly reduce security vulnerabilities. ISO 27001, in
particular, is widely recognized as a global security standard that strengthens risk management and information
security capabilities, in alignment with COBIT 2019 principles that prioritize the protection of health
information.

In the APOI12 domain (Risk Management), the implementation of an Information Security
Management System (ISMS) based on the ISO 27001 standard is also required. Research by [14] demonstrates
that effective ISMS implementation reduces security incident risks by providing clear guidelines for
information risk management. Centralized incident reporting systems such as Security Information and Event
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Management (SIEM) have been proven to support real-time threat detection, as recommended by [15].
Furthermore, the application of machine learning techniques to classify incident types can improve the speed
and accuracy of response mechanisms. This approach is consistent with findings by [16], which show that
machine learning algorithms integrated into SIEM systems produce accurate results in early threat detection.

In the APO13 domain (Security Management), Semen Padang Hospital needs to enhance human
resource capacity through basic security training and professional security certifications. According to [17],
certifications such as CISSP, CISM, and CompTIA Security+ are highly beneficial in improving staff
competencies and organizational resilience against cyber threats. Such training aims to ensure that employees
understand secure system usage practices, including phishing avoidance and strong password management. A
study by [18] indicates that security weaknesses often originate at the end-user level, making training and
awareness critical components in reducing human-error-related risks.

4. CONCLUSION

Based on the audit conducted using the COBIT 2019 framework, the Hospital Management
Information System (HMIS) at Semen Padang Hospital is currently at Security Capability Level 2. The
evaluation, carried out through the EDM03, APO12, and APO13 processes, identified the need for scheduled
improvements and phased system development to achieve the expected standards. The implementation of the
previously outlined mitigation measures is essential to ensure system security, mitigate potential risks, and
achieve sustained compliance with information security standards. Although adequate progress has been
achieved, continuous efforts remain necessary to enhance system performance and address potential
vulnerabilities identified during the audit.
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